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Product names and symbols mentioned in this presentation and this document content are

trademarks or registered trademarks owned by respective companies. We highlight them here

for educational purpose and as examples, references or showcases for the illustration of related

concept and knowledge, and all of these contents should have been published in public

domains (e.g. websites, manuals, user guides etc.).

Any topic, discussion, suggestion, advice, comment or else covered in this presentation vary
from time to time as technologies always change. We keep no liability that following up the

mentioned practice in this presentation and contents may make you in the most secure position

when using cloud based application or internet services.




= Readspace Hong Kong

= F-Secure Hong Kong
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(shared responsibility model)

Data, files, user & identity

Application programs/updates (e.g. browsers, apps)
Key / certificates

Device physical security

Operating systems, system patches
Firewall, networking (e.g. in-house router,
Wi-Fi)

Infrastructure resources :
* computing, storage, databases, networking (e.g. DNS, IPes)
* datacenter, global networks
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confidentiality

% -3 TR
integrity availability




P& %2 4 Confidentiality :

1% 58 b * LLogin / access control
confidentiality )_'{_5}@% / gﬁﬁ,‘j j_'/;._’ ﬁ%l]

e Encryption (key or secret
protection)
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integrity availability
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integrity

TP Integrity:

o Software update SRAF F 3T

e Anti-virus/anti-spam/anti-

malware B_J& 2/ R EL IR FAF/
5 & & A
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T b * Physical security
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* Backup
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= Readspace Hong Kong

= F-Secure Hong Kong
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* https
« SSL #4EAn %
B % (anti-virus)

48 4 IR A5
« B5 XK3% (firewall)
« B, % EFHLET R (hardware tolerance . network redundancy)
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https://www.youtube.com/watch?v=yse6mvikibg
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3T L IRFE K- W3k (Service Level Agreement)
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http://www.pcpd.org.hk/cindex.html

http://www.infosec.gov.hk/tc_chi/main.html
http://www.infocloud.gov.hk/home/1?lang=tc
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