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Product names and symbols mentioned in this presentation and this document content are

trademarks or registered trademarks owned by respective companies. We highlight them here

for educational purpose and as examples, references or showcases for the illustration of related

concept and knowledge, and all of these contents should have been published in public

domains (e.g. websites, manuals, user guides etc.).

Any topic, discussion, suggestion, advice, comment or else covered in this presentation vary
from time to time as technologies always change. We keep no liability that following up the

mentioned practice in this presentation and contents may make you in the most secure position

when using cloud based application or internet services.
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IOS vs Andriod
Mac OS vs Windows
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Wb raE:: (antl virus) > I FEZEFE X (anti-spyware)
A EEE (email security)
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Eavesdropping %5 4%
Denial-of-service 4E 48 IR 7%

Impersonation & g
Man-in-the-middle
Hijacking h #
Phishing % &
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Botnet 72 & 48 %

Social engineering
Ransomware %5 ? (e.g. 2014 Trojan: Andriod/Slocker)

Spywa re FE’E] g%ik/ﬁ: (e.g. Trojan:Andriod/SmsSend.AC; built in device

firmware)

A/ R
Oornml iﬂﬁ +R (e.g. Worm:Andriod/Selfmite, SMS prompts download of a

"SelfTimer" app that sends a text message to 20 contacts and asks users to download an
additional file)




Fake email message (JE1R 4 & F £ 1)

From: google.groups@gmx.com
Date: 22 April, 2015 3:01:50 pm HKT
Date: 22 April, 2015 3:01:50 pm HKT
To: st t@gmail.com

Subject: fEAYENFE IR 5 BN 3T 86

Reply-To: google.groups@gmx.com
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Kaspersky password check

Mozilla: how to choose strong passwords




AL AR, ]

No root/jailbreak

B S A% ) BT R R R B R A
(13 May 2015) Adobe releases massive patch update for Flash, Reader,
Acrobat vulnerabilities

Source <http://www.zdnet.com/article/adobe-releases-massive-patch-update-for-vulnerabilities-in-flash-reader-acrobat/>

(213 May 2015) Microsoft fixes 46 flaws in Windows, IE, Office, other
products

Source <http://www.pcworld.com/article/2922092/microsoft-fixes-46-flaws-in-windows-ie-office-ot her-products.html>
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Source <http://www.consumer.org.hk/website/ws _chi/news/press _releases/2014031401.html>
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Intuit Quickbook Online
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Secure cloud drive/storage
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Source <http://www.zdnet.com/pictures/simple-steps-to-lock-down-secure-pc-online-accounts/>
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1. R E —EREN, M{ERAREEEERR
2. EITHA#B crapware # bloatware (case: F#718)

3. EM LR e E SRR 5 158

4. B
5. {&,

I 2R INZR (disk encryption)
JHTTPS Everywhere (Firefox & Chromei2|&E z5)
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6. &, Java F1 Adobe Flash 14k
7. (R Tor ERZIE

8. ¥ T (patch) F1&x#TH Updates
9. { FH ad-blocker

10.158 FH 4> 2 Wi-FilR (s FR E #: B 8 HE (VPN for
internet)
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http://www.pcpd.org.hk/cindex.html
http://www.infosec.gov.hk/tc_chi/main.html
http://www.infocloud.gov.hk/home/1?lang=tc
http://www.lapssolutions.com
http://www.consumer.org.hk

http://www.f-secure.com




Tt 44 B 50 B 5
cloudgsmb@gmail.com

Tel: (852) 6297-5639
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