






Product names and symbols mentioned in this presentation and this document content are

trademarks or registered trademarks owned by respective companies. We highlight them here

for educational purpose and as examples, references or showcases for the illustration of related

concept and knowledge, and all of these contents should have been published in public

domains (e.g. websites, manuals, user guides etc.).

Any topic, discussion, suggestion, advice, comment or else covered in this presentation vary

from time to time as technologies always change. We keep no liability that following up the

mentioned practice in this presentation and contents may make you in the most secure position

when using cloud based application or internet services.



 F-Secure Hong Kong

 Ahsay Systems 
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Source <http://www.scmp.com/news/hong-kong/article/1567854/cuhk-just-one-data-hijackers-half-million-targets>

SynoLocker source <http://www.ithome.com.tw/news/89918>  

•

Source <http://www.bbc.co.uk/zhongwen/trad/world/2014/08/140806_cybercrime_russia_hackers_us.shtml>
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• Source <http://www.bbc.com/news/technology-31520407>
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Source <http://www.consumer.org.hk/website/ws_chi/news/press_releases/2014031401.html> 



- “A A A A”
• Authentication 

• Access 

• Availability

• Auditability



- CIA
• Confidentiality 保密
 Login / access control

 Encryption (key or secret protection)

• Integrity 完整
 Software and patch update

 Anti-virus / spam / malware software installation

• Availability 可用
 Physical access control

 Backup



Secure cloud drive/storage
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Source <http://www.zdnet.com/pictures/simple-steps-to-lock-down-secure-pc-online-accounts/>
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Hands-on 



http://www.pcpd.org.hk/cindex.html

http://www.infosec.gov.hk/tc_chi/main.html

http://www.infocloud.gov.hk/home/1?lang=tc

http://www.lapssolutions.com

http://www.f-secure.com

http://www.ahsay.com
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