J [ mesmERzesE x \_|
€ c Lj clouddsmb.hk

M= wp =
RN ERERERTSRE 55 oBSE TR EPaR =@ B ERHD

el —LLUTH

J&ﬁ%@*»&&'mﬂ&&\%qfl
3 VAT TS £ Sy
IR E «axg a Jrig

Az LR RE AT

HH#: 2015F5H 238 (ZH )
iEii 'F'XT‘ZH%’;L5H%

TiRipE. SEMINEFHERBAERTLIRARSEERIE I SO S SERi e S So P IR S

AJPAREEREFHENGHEE, MhEiFHEs , RE!

RS 3 EiEmL X8
BERERIEERERRE ;%ﬂﬁﬁﬁzﬁzsﬁ;fﬁg‘%@%o = http://cloud4smb.hk

A
v




E Clo
o E

—

Securny
ﬁc{o‘u _/33.\

PV T VP T LT T
S
cP

5
=

ud
Ak
&
@

iﬂ

PP RXBRAZZKAL] KT E A HE téh 33 A A PAT AR

Funded by SME Development Fund

T8 S5 E

Trade and Industry Department e
AP AELEMH Member of VIC Group
Tha Hong Kong General Chamber of Smal and Madum Businass VICRMER

oy ke i . (AE & T AN A g
Skl 4 % W (FEL A9 AR

TYouk L ide:, O @ A B geocieie: mic L.

AT LSRN (FRAAMAR) ARAEMERL  FARE - WAL W - ERARFERMITARAS - TRAN SRR P NEXEFRZBAARBERSHN IRV RERNHF R FAAE (RN HELAR




o1 3 B F] B SRAE G AP

=N 3
2y M 1 452 l‘mﬁﬁ ]
REBHESFERBERIE

Bh 48 B &3
cy.laps@yahoo.com

PP RXBRAZZKAL] KT

Funded by SME Development Fund

T8 S5 E

Trade and Industry Department

HKSME

AR ETINUEAR

ATdh b /&SN (FEEMMAR) ACEAOEMER » AR - BRI W

EX 2 7 téh 3 AR

F & F HoE A

nnmgmgmﬁomuwwwm

szazes  TJC

L ANE DM DN BPRISES ASSOCUNON Py T

TR

ERRRELRATHAEES - TR S RAPPEXRER ZBELAFER SN

HFEKRMFTRE &

@wnaA lP(,

HKLLA

IR R IR TS R k4 R Z )

PAT AR

)Ii
woEROR

HE £ o) B -




Product names and symbols mentioned in this presentation and this document content are
trademarks or registered trademarks owned by respective companies. We highlight them here

for educational purpose and as examples, references or showcases for the illustration of related

concept and knowledge, and all of these contents should have been published in public

domains (e.g. websites, manuals, user guides etc.).

Any topic, discussion, suggestion, advice, comment or else covered in this presentation vary
from time to time as technologies always change. We keep no liability that following up the
mentioned practice in this presentation and contents may make you in the most secure position

when using cloud based application or internet services.
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Payment Services (4-party Model)

Business model:
Payment services FEUL

Source: The role of Hong Kong Monetary Authority in supporting retail payments, Esmond Lee, Cartes Asia 2014, 20 March 2014




Payment Services (3-party Model)

Business model:
Payment services,
fund pool and
information pool

B &

Source: The role of Hong Kong Monetary Authority in supporting retail payments, Esmond Lee, Cartes Asia 2014, 20 March 2014
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# L F A+ Online payment
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% F g B2 (Two factor authentication)
BHOE RS HEAR S ERE

Digital certificate within a smart card (HK Smart ID card)
or electronic key (USB key)

SMS-based one-time-password (OTP)
Security token-based OTP
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Education video from The Hong Kong
Assoclation of Banks

http://www.hkab.org.hk/DisplayArticleAction.do?sid=5&ss=0
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Personal firewall 18 A 7 K &
Anti-virus software P& 23 44+

Anti-spyware software Rl 2k #k #F
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N i@ Octopus Online Payment

Tapping Octopus on NFC-enabled Android
mobile device

B N BE 4E - IRFE B AT oA A A AT EE R
2 1.5% (RiEid IAAFAXOARBTS
7 P %))

Source : http://[www.octopus.com.hk/get-your-octopus/where-can-i-use-it/list-of-places/online-payment/tc/index.html




E-Commerce Online Payment

HKTDC Small Order Zone

http://small-order.hktdc.com/buy/en/buyer-guide/payment-options.html

Taobao
Alipay
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7 3 AT Mobile payment
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Stored value facilities (SVF) ##1a &7

Device based
Multi-purpose (Octopus)
Single-purpose (Coffee shop stored value card)

Non-device based




RKHRE) AT R IR

I

Multi-purpose stored value card &35 4T %
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The Clearing and Settlement Systems
(Amendment) Bill introduced into Lego on

Feb 2015
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Retall payment systems (RPS)
K& XA AR

RILEF, FHAEFEIBERS:
Credit card schemes (e.g. Visa, MasterCard,
UnionPay)

Debit card schemes

Merchant acquirers (e.g. banks, EPS)

Payment gateways (e.g. PPS, Electronic Bill
Presentment and Payment EBPP)
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Code of Practice for Payment Card Scheme
Operators endorsed by HKMA

American Express, UnionPay, Diners Club, EPS,
JCB, Jetco, MasterCard, VISA etc.

new legislative approach Is proposed




NFC mobile payment

Near-Field Communications (NFC)

Two NFC-compatible devices transfer of
data within 4~10 cm




NFC mobile payment infrastructure

Stakeholders:

Regulator

Payment service providers
non-banks / global players e.g. VISA, MasterCard, UnionPay

Banks

Mobile network operators (MNOS)
Handset manufacturers
Secure Element Providers (e.g. SIM card/chip-set provider)

Trusted service managers (typically working on behalf of payment service
provider)




NFC mobile payment infrastructure

Payment Service Providers

card .
ﬁ Internet

card issuer
App

acquirer

£
Bank A’s | R |

card #1 data > allocated | card card
memory #1 data

=)

Mobile @

operator’s

allocated | cardcard
secure 45 data

Merchant’s € B> memory memory
Card reader

Bank C's
allocated
memory

card card
#3 data

Consumer'’s
mobile phone




NFC mobile payment infrastructure

Market driven
e.g. France Citizi (a jointly service provided by MNOs, banks and
a transport operator)

Government driven — setup an open and common
Infrastructure
e.g. Singapore IDA (awarded a contract to a consortium of
MNQOs, banks, NFC technology provider)




NFC mobile payment

HSBC, Hang Seng Bank, BOC, Citibank launched NFC
mobile payment services in 2013

Octopus launched Octopus SIM and Octopus Online
Payment services using NFC mobile phones

Visa payWave and MasterCard payPass installed in
merchant shops




The ideal NFC mobile payment
Infrastructure

From consumer point of view:

Able to download available payment services from different
payment service providers onto a single NFC-enabled device

(I.e. multiple credit cards within a phone)

ndependent of MNOs

ndependent of handset hardware

High level of security to protect transaction data and privacy




Possible NFC devices

SIM card, Micro-SD card, Phone sleeve, Audio
jack device

A SIM card is good to support multiple payment
service providers but it is owned and issued from
a MNO




Possible NFC valued-added services

Loyalty, rewards and coupons
Advertisement

Transportation and ticketing
Physical access control
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PayPal Hong Kong
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AAAA: Authentication

How to Authenticate e T8 4T & 1 Ba 35
dentity & 153k 7!

Login & &k




€ 8 citibank.com.hk

citibank

Authenticate e |

Quick Navigation

- - N Online Authorization Code (OAC) Authentication —oE avigate age -
I e I y ]7 p N ‘ ; a Sl Settings

Security

Citibank: Your
Authorization Code

>-factor authentication :
(TFA) 2 F 4%
»e-Banking e.qg. citibank Jeas——— -

Google = : 2 SRR Edit

Gmail ~ #1175 (35 15)

>Cloud storage e.g. Dropbox e BT O —

Google+ /N BA%EE A Google+ - LifR4F - D Google+ ! SRIRML
2MER
i AT 15 GB & 0 GB (0%) ©2014 Google - kR M
B BE

jEAd

»Email e.g. gmail =



http://www.citibank.com.hk/
http://www.citibank.com.hk/

Settings

Dropbox setup (1/2)

Dropbox

Two-step verification

SMS one-time password

via mobile phone \ B

+852 RAAHREHE Ll




Dropbox setup (2/2)
Enter security code

We sent a security code to your phone number

Two-step verification ending in BEEE.

SMS one-time password ;
MS on: \
via mobile phone

L] Trust this computer ()
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C 8 https://www.google.com/settings/personalinfo

Email Setup (1/2) T

mobile device access

BT EFMEE R
EETFHH
HETF M

2-factor Authentication B

to authorize email access
from a mobile device

1/ /www.google.com/settings/security




Email Setup (2/2)

2-factor Authentication

SMS Text Message via
mobile phone

8 06

&«

Mgz _ %) Bsomms

C' G https://accounts.google.com/b/0/SmsAuthSettings?Setup=1

Google

2
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AAAA: Access

Access control 7 ] 4% 4
Privacy [&#
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{ & Security

A C C e S S C O n t r O | t O DEVICE ADMINISTRATION

DeV|ce admlnlstrators

prOteCt prlva Cy - EEE—Gleice administrators

Unknown sources

/f%%%/ﬂ-g—] /\ Efﬁ;i 7){&‘ é@ ?J‘f F"[j ;I}.";::? ﬁ%]] Allow installation of apps from

unknown sources

Disallow or warn before installation
of apps that may cause harm

Don’t allow installation of
apps from unknown Storage type

Software only

sources Trusted credentials

T%# T E]):] 5}1\/}? éﬁ Display trusted CA certificates

Install from internal storage
)ﬂ %:E/jt’ Install certificates from internal storage

- i =




Access control to
protect privacy

Lock phone (Android)
Lost phone (Android)

Y % .l 75% & 2:54

Screen lock
PIN

Automatically lock
Immediately after sleep

Power button instantly locks

Owner info

CNCORVDTIAN
ENCRYPTION

Encrypt phone

Require a numeric PIN or password to
decrypt your phone each time you power
it on

SIM CARD | OCK
QDI UM 4 LU\

Set up SIM card lock

s i




7 % .l 75% @ 2:54
{ & Security

JEVICE ADMINISTRATTOM

Device administrators
View or deactivate device adrg#histrators

Lost phone setup (1/3)

Allow installation of apps from
unknown sources

Device administrator "
erify apps
(An d rO | d) Disallow or warn before installation

of apps that may cause harm

‘RENENTIA CTADANCDT
CREDENTIAL STORAGE

Storage type

Software only

Trusted credentials
Display trusted CA certificates

Install from internal storage
Install certificates from internal storage

- i =




Lost phone setup (2/3)

Microsoft Office 365

Microsoft Exchange
ActiveSync Admin

Your Google Account

Y % all 78% B 2:41

{ 4 Device administrators

Email

Enable server-specified
security policies

Android Device Man

Allow Android Device
Manager to lock or erase
a lost device




Lost phone setup (3/3)

Your Google Account

https://www.google.com/android/devicemanager
» Ring
> Erase

> Locate

% .l 78% @ 2:42

« Device administrator

© Android Device Manager

This administrator is active and allows the
app Google Play services to perform the
following operations:

Erase all data

Change the screen-unlock
password

Lock the screen

Cancel Deactivate

- it ]
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7 X 24 X 365
System and data A & fe# R

Backup 17
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AAAA: Audibility 7T %4

Logging & records of activities

[ [ PR
& 2% I Google Translate % | AWS Shared Responsibility % WES REHBRL_EHE < ) O History
S e r I e l I I y « Gt chrome://history

Chrome History Search history

I History hittp:/Awww. google.com. hiaclk?sa=I8ai=CFYXUyaH-VPK-LMneBQWIO4HgDKn 1y..

n
I m e m E’ sliver sea - Google Search
E sliver sea - Google Search
m sliver sea limited - Google Search
B sliver sea limited hong kong - Google Search
L u L https://play.google.com/store/apps/details?id=com.maxims.genki&hl=en
‘ l I O | I a ‘ | I V I | Tencent Mobility Limited - Android Apps on Google Play
Tinder - Android Apps on Google Play

HK2gather - Android Apps on Google Play

HK2gather - Android Apps on Google Play

- Lifestyle - Android Apps on Google Play
O C a t I O n a re S S e S © Android Device Manager
Google Play
B} Google Play

B Sign in - Google Accounts

B goagle play - Google Search

BN JediEbia g ]
BRI AR B




Hands-on
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http://www.hkma.gov.hk
http://www.pcpd.org.hk/cindex.html
http://www.infosec.gov.hk/tc_chi/main.html
http://www.infocloud.gov.hk/home/1?lang=tc
http://www.lapssolutions.com
http://www.taobao.com
http://www.alipay.com

http://www.ebay.com

http://www.paypal.com
http://www.google.com

http://www.apple.com/apple-pay
http://www.visa.com.hk
http://www.mastercard.com
https://www.hkab.org.hk/
http://www.consumer.gov.hk
http://www.octopus.com.hk
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